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IWAN	
  SD-­‐WAN	
  Verifica2on	
  Test	
  Topology	
  

Key Products Tested 

ISR-4451/ 
ASR1000 

IWAN DC/POP 
Border Router 

ISR-4451 IWAN DC/POP 
Domain Controller 

ISR-4451 IWAN Branch 
Border Router 

ISR-4331 IWAN Branch 
Border Router 

CSR-1000v IWAN Virtual 
Branch Border 
Router 



SD-WAN WG Use Case – Feature Verification of Top Ten Requirements Pass Fail Omit 

1. Remote site to leverage public/private WANs in an active-active mode 

2. CPE in a p or v form factors on commodity h/w 

3. A secure hybrid WAN architecture allowing dynamic traffic eng specified by app policy, availability, 
etc. 

4. Visibility, prioritization and steering of biz critical and RT apps as per security and corporation 
governance and compliance policies 

5. A highly available and resilient hybrid WAN 

6. L2/L3 interoperability with directly connected switch and/or router 

7. Site, Application, and VPN performance level dashboard reporting 

8. Open north bound API for controller access and management. Log events to net event co-relation 
manager, SIEM 

9. Zero touch deploy at branch site with min. to no configuration changes on directly connected 
infrastructure 

10. FIPS-140-2 validation certification for cryptography.  

System Under Test 

Products Software Versions 

ISR-4451/ 
ASR1000 

IWAN DC/POP 
Border Router 

ISR-4451 IWAN DC/POP 
Domain Controller 

ISR-4451 IWAN Branch Border 
Router 

ISR-4331 IWAN Branch Border 
Router 

CSR-1000v IWAN Virtual Branch 
Border Router 
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Test	
  #4:	
  Priori2za2on	
  &	
  Steering	
  of	
  Biz	
  Cri2cal	
  &	
  RT	
  traffic	
  

1. Application policies pushed to 
device: 
- Voice, Control, Critical Data -> Prioritize 
- Bulk Data -> Best effort with WRED 
- Path Control 
 
2. Path Control: 
PfR detects network problem and steers 
applications to the better performing path 
 

3. Prioritization: 
Traffic is prioritized based on policy 
 

1 

2 

3 
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ONUG	
  SD-­‐WAN	
  Tes2ng	
  
Topology	
  Overview	
  

MPLS 
Site A 

IxChariot 
EndPoint 

Site B 

Internet 
IxChariot 
EndPoint 

IxChariot 
EndPoint 

Data Center A 

Data Center B 

Control and Policy 
Elements,  

Programmatic APIs 

Cisco 1900  
Router 

L2 Switch 

Router 

Router 

ZTP & Viptela control 

IxChariot 
EndPoint 

vEdge 

vEdge 

vEdge(s) 

vEdge(s) 



SD-WAN WG Use Case – Feature Verification of Top Ten Requirements Pass Fail Omit 

1. Remote site to leverage public/private WANs in an active-active mode 

2. CPE in a p or v form factors on commodity h/w 

3. A secure hybrid WAN architecture allowing dynamic traffic eng specified by app policy, availability, 
etc. 

4. Visibility, prioritization and steering of biz critical and RT apps as per security and corporation 
governance and compliance policies 

5. A highly available and resilient hybrid WAN 

6. L2/L3 interoperability with directly connected switch and/or router 

7. Site, Application, and VPN performance level dashboard reporting 

8. Open north bound API for controller access and management. Log events to net event co-relation 
manager, SIEM 

9. Zero touch deploy at branch site with min. to no configuration changes on directly connected 
infrastructure 

10. FIPS-140-2 validation certification for cryptography.  

System Under Test 

Products Software 
Versions 

vEdge 1000 15.1 

ZTP Server 15.1 

vBond 15.1 

vSmart 15.1 

vManage 15.1 

IxChariot 9.0 EA 
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Protec2ng	
  Cri2cal	
  Applica2ons	
  With	
  SD-­‐WAN	
  

MPLS 

Internet 

High Priority 
Apps Voice CRM 

Low Priority 
Apps Internet 

GE0/0 

Centralized Policy 

Traffic Priorities 

GE0/1 

0 
1 
2 

7 

GE0/0 

0 
1 
2 

7 

GE0/1 

vEdge 

Viptela control 

§  Internet service is impaired 

§  Low priority traffic is automatically 
rerouted over MPLS, only if enough 
bandwidth is available 
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•  Cisco	
  IWAN	
  	
  
•  ISR	
  4000-­‐Series	
  
•  CSR	
  1000V	
  



SD-WAN WG Use Case – Feature Verification of Top Ten Requirements Pass Fail Omit 

1. Remote site to leverage public/private WANs in an active-active mode 

2. CPE in a p or v form factors on commodity h/w 

3. A secure hybrid WAN architecture allowing dynamic traffic eng specified by app policy, availability, 
etc. 

4. Visibility, prioritization and steering of biz critical and RT apps as per security and corporation 
governance and compliance policies 

5. A highly available and resilient hybrid WAN 

6. L2/L3 interoperability with directly connected switch and/or router 

7. Site, Application, and VPN performance level dashboard reporting 

8. Open north bound API for controller access and management. Log events to net event co-relation 
manager, SIEM 

9. Zero touch deploy at branch site with min. to no configuration changes on directly connected 
infrastructure 

10. FIPS-140-2 validation certification for cryptography.  

System Under Test 

Products Software 
Versions 

Gluware® Pre-Release 
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•  Provisioning	
  
– Three	
  zero-­‐touch	
  provisioning	
  methods	
  
– Two-­‐way	
  dialogue	
  with	
  target	
  device	
  
– Under	
  2	
  min	
  for	
  full	
  SD-­‐WAN/I-­‐WAN	
  feature	
  set	
  

•  Life-­‐Cycle	
  Management	
  
– Changes	
  to	
  SD-­‐WAN	
  architecture	
  in	
  seconds	
  

•  Near	
  Real-­‐Time	
  State	
  Monitoring	
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Talari’s	
  SoNware	
  Defined	
  THINKING	
  WAN	
  

	
  

	
  

	
  

	
  

•  Talari	
  products	
  used–	
  Talari	
  Appliance	
  T3010	
  and	
  Virtual	
  Appliance	
  VT500	
  



SD-WAN WG Use Case – Feature Verification of Top Ten Requirements Pass Fail Omit 

1. Remote site to leverage public/private WANs in an active-active mode 

2. CPE in a p or v form factors on commodity h/w 

3. A secure hybrid WAN architecture allowing dynamic traffic eng specified by app policy, availability, 
etc. 

4. Visibility, prioritization and steering of biz critical and RT apps as per security and corporation 
governance and compliance policies 

5. A highly available and resilient hybrid WAN 

6. L2/L3 interoperability with directly connected switch and/or router 

7. Site, Application, and VPN performance level dashboard reporting 

8. Open north bound API for controller access and management. Log events to net event co-relation 
manager, SIEM 

9. Zero touch deploy at branch site with min. to no configuration changes on directly connected 
infrastructure 

10. FIPS-140-2 validation certification for cryptography.  

System Under Test 

Products Software 
Versions 

Talari Appliance T3010 
with APN 4.3 

Talari Virtual Appliance 
VT500 with APN 4.3 

IxChariot 9.0 EA 
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Highligh2ng	
  Test	
  Case	
  #5	
  
•  Instantaneous detection of the failed 

link and shift of traffic	
  to	
  the	
  remaining	
  
link	
  

•  No	
  loss,	
  no	
  out	
  of order packets, no 
dips in throughput and virtually no jitter 

•  Ensures application continuity in a 
Hybrid WAN, even in the face of failed 
or degraded links 
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VeloCloud	
  Test	
  Topology	
  

MPLS 

Internet 

VM 
MPLS 

Internet 

MPLS 

Internet 

Internet 

Internet 

Virtual Edge 500 

Edge 500 

Edge 500 

Edge 1000 

Software Edge 1000  
on x86 

Cloud Gateways 

VeloCloud Orchestrator 
(On-prem/Cloud) 



SD-WAN WG Use Case – Feature Verification of Top Ten Requirements Pass Fail Omit 

1. Remote site to leverage public/private WANs in an active-active mode 

2. CPE in a p or v form factors on commodity h/w 

3. A secure hybrid WAN architecture allowing dynamic traffic eng specified by app policy, availability, 
etc. 

4. Visibility, prioritization and steering of biz critical and RT apps as per security and corporation 
governance and compliance policies 

5. A highly available and resilient hybrid WAN 

6. L2/L3 interoperability with directly connected switch and/or router 

7. Site, Application, and VPN performance level dashboard reporting 

8. Open north bound API for controller access and management. Log events to net event co-relation 
manager, SIEM 

9. Zero touch deploy at branch site with min. to no configuration changes on directly connected 
infrastructure 

10. FIPS-140-2 validation certification for cryptography.  

System Under Test 

Products Software 
Versions 

VeloCloud Edge R20-20150427 

VeloCloud 
Orchestrator R20-20150427 

VeloCloud Gateway R20-20150427 

IxChariot 9.0 EA 
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Test:	
  Secure	
  hybrid	
  WAN	
  architecture	
  allowing	
  dynamic	
  
traffic	
  engineering	
  specified	
  by	
  app	
  policy,	
  availability	
  

#1 Brownout  
single link 

#2 Brownout 
both links 

#3 Ensure compliance, security, 
and application performance  

  
No	
  reset,	
  no	
  interrup@on	
  	
  

to	
  the	
  applica@on	
   One-­‐click	
  business	
  policy	
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MPLS 

Internet 

Site 1: NX-8000 

Site 2: VX-5000 

DC 1: NX-8000 

DC 2: VX-5000 

MPLS 

Internet 

Lowest 

Latency 

Load Balance 

Lowest Loss 



SD-WAN WG Use Case – Feature Verification of Top Ten Requirements Pass Fail Omit 

1. Remote site to leverage public/private WANs in an active-active mode 

2. CPE in a p or v form factors on commodity h/w 

3. A secure hybrid WAN architecture allowing dynamic traffic eng specified by app policy, availability, 
etc. 

4. Visibility, prioritization and steering of biz critical and RT apps as per security and corporation 
governance and compliance policies 

5. A highly available and resilient hybrid WAN 

6. L2/L3 interoperability with directly connected switch and/or router 

7. Site, Application, and VPN performance level dashboard reporting 

8. Open north bound API for controller access and management. Log events to net event co-relation 
manager, SIEM 

9. Zero touch deploy at branch site with min. to no configuration changes on directly connected 
infrastructure 

10. FIPS-140-2 validation certification for cryptography.  

System Under Test 

Products Software 
Versions 

NX-8000 Physical 
Appliances  VXOA_7.2.0.0 

VX-5000 Virtual 
Appliance VXOA_7.2.0.0 

IxChariot 9.0 EA 
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Dashboard	
  Visibility	
  from	
  Requirement	
  #5	
  Test	
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Riverbed	
  ONUG	
  SD-­‐WAN	
  Test	
  Bed	
  



SD-WAN WG Use Case – Feature Verification of Top Ten Requirements Pass Fail Omit 

1. Remote site to leverage public/private WANs in an active-active mode 

2. CPE in a p or v form factors on commodity h/w 

3. A secure hybrid WAN architecture allowing dynamic traffic eng specified by app policy, availability, 
etc. 

4. Visibility, prioritization and steering of biz critical and RT apps as per security and corporation 
governance and compliance policies 

5. A highly available and resilient hybrid WAN 

6. L2/L3 interoperability with directly connected switch and/or router 

7. Site, Application, and VPN performance level dashboard reporting 

8. Open north bound API for controller access and management. Log events to net event co-relation 
manager, SIEM 

9. Zero touch deploy at branch site with min. to no configuration changes on directly connected 
infrastructure 

10. FIPS-140-2 validation certification for cryptography.  

System Under Test 

Products Software 
Versions 

Steelhead (Virtual – 
VCX255L) 9.0.1 

Physical (CX 755, 
CX5050) 9.0.1 

IxChariot 9.0 EA 
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Riverbed	
  Applica2on	
  Performance	
  Focus	
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All Working Group Materials Can Now be Found Online 
 

http://opennetworkingusergroup.com/spring-2015-downloads/ 


