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SD-WAN WORKING G%%EJEP . SD-WAN WG Use Case — Feature Verification of Top Ten Requirements
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. Remote site to leverage public/private WANSs in an active-active mode

W4/ Ton Ten Requirements

Verified

%.ﬁd*s

ol | 1ol | I . CPEinap orv form factors on commodity h/w

CISCO.

~ A secure hybrid WAN architecture allowing dynamic traffic eng specified by app policy, availability,

. Products Software Versions

=
-

i

Visibility, prioritization and steering of biz critical and RT apps as per security and corporation

ISR-4451/ IWAN DC/POP " governance and compliance policies
ASR1000 Border Router

-

‘

v N

ISR-4451 IWAN DC/POP . Ahighly available and resilient hybrid WAN

Domain Controller

SRt Ir\elmrsranch porer . L2/L3 interoperability with directly connected switch and/or router

L ACMRN

SRt kviﬁ?if’a““ porder . Site, Application, and VPN performance level dashboard reporting

CSR-1000v IWAN Virtual Branch Open north bound API for controller access and management. Log events to net event co-relation
Border Router o manager SIEM
H

Zero touch deploy at branch site with min. to no configuration changes on directly connected
" infrastructure

. FIPS-140-2 validation certification for cryptography.
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Test #4: Prioritization & Steering of Biz Critical & RT traffic

1. Application policies pushed to
device:
- Voice, Control, Critical Data -> Prioritize

e - Bulk Data -> Best effort with WRED
IWAN2 HEADEND NETWORK - Path Control
2. Path Control:
AN ONUG 2o PfR detects network problem and steers
CERTIFICATION

applications to the better performing path

Network

3. Prioritization:
Traffic is prioritized based on policy

Class-map: VOICE (match-any)
81908 packets, 25389304 bytes

30 second offered rate 3749000 bps€egrop rate 0000 bp

Match: ip dscp ef (46)

10577 X2% Dato) 10777 X2¢ Vors)
IWAN2 ISR4451 SINGLE ROUTER BRANCH

Class-map: BULK-DATA (match-any)

144332 packets, 22026136 bytes
30 second offered rate 3260000 bps€drop rate 204000 bps
Match: ip dscp csl (8))
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Viptela SD-WAN Verification
Testing

Ramesh Prabagaran
VP of Product Management & Marketing
Viptela

Open Networking
USER GROUP



ONUG SD-WAN Testing

Topology Overview

IxChariot Cisco 1900 vEdge(s)

EndPoint Router
1'\ §
xia— @
Site A
IxChariot vEdge(s

EndPoint
L2 Switch "’ Z

iXia —é

Site B

Open Networking

=z IxChariot
vEdge Router EndPoint
MPLS Data Center A
Internet
Router IXChariOt
S vEdge EndPoint

o @ —ixia

Data Center B

Control and Policy

@ @ @ Elements,

ZTP & Viptela control

Programmatic APIs
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W4/ Ton Ten Requirements

Verified

¥ viptela

Software
Versions

Products

vEdge 1000 15.1
ZTP Server 15.1
vBond

vSmart

vManage

IxChariot

| WJ’

. Remote site to leverage public/private WANSs in an active-active mode

o

. CPEina p or v form factors on commodity h/w

A secure hybrid WAN architecture allowing dynamic traffic eng specified by app policy, availability,

" efc.

Visibility, prioritization and steering of biz critical and RT apps as per security and corporation

" governance and compliance policies

. Ahighly available and resilient hybrid WAN

. L2/L3 interoperability with directly connected switch and/or router

. Site, Application, and VPN performance level dashboard reporting

Open north bound API for controller access and management. Log events to net event co-relation

" manager, SIEM

Zero touch deploy at branch site with min. to no configuration changes on directly connected

" infrastructure
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0. FIPS-140-2 validation certification for cryptography.
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Protecting Critical Applications With SD-WAN

UrllE [FTOGeE = Internet service is impaired
GE0/0 GEO/1
O 0 O » Low priority traffic is automatically
%- > 1 O rerouted over MPLS, only if enough
- - bandwidth is available

Voice CRM High Priority

Apps
0 3 >
>

Tafarmen Low Priority vEdge

Apps |
|
1
1
Open Networking
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Glue Networks SD-WAN
Verification Testing




Glue Networks ONUG Test Topology
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. Remote site to leverage public/private WANSs in an active-active mode

IXla | V] Veritied

. CPEina p or v form factors on commodity h/w

I.g-l u e A secure hybrid WAN architecture allowing dynamic traffic eng specified by app policy, availability,
© efc.

NETWORKS

Visibility, prioritization and steering of biz critical and RT apps as per security and corporation
" governance and compliance policies

; System Under Test
g . Ahighly available and resilient hybrid WAN

Software
Versions

Products

Gluware® Pre-Release

. L2/L3 interoperability with directly connected switch and/or router

. Site, Application, and VPN performance level dashboard reporting

Open north bound API for controller access and management. Log events to net event co-relation
" manager, SIEM

Zero touch deploy at branch site with min. to no configuration changes on directly connected
" infrastructure

. FIPS-140-2 validation certification for cryptography.
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Glue Networks ONUG Test Highlights

* Provisioning
— Three zero-touch provisioning methods

— Two-way dialogue with target device
— Under 2 min for full SD-WAN/I-WAN feature set

* Life-Cycle Management
— Changes to SD-WAN architecture in seconds

* Near Real-Time State Monitoring

oo.oo.ooofoooo-.o. 200000000 000000000 [g]ue .oo..u.,,.:.o.
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Talari Networks SD-WAN
Verification Testing

Keith Gillum
Principle Solutions Architect

Talari Networks
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Talari’s Software Defined THINKING WAN

| Data Center
10.3.0.0/16 10.1.0.0/16

10.4.0.0/16 10.2.0.0/16

(SRR - switch

BNl - Talari Appliance

e Talari products used— Talari Appliance T3010 and Virtual Appliance VT500

ST M Copyright 2015 Open Networking User Group. All Rights Reserved
‘ Confidential Not For Distribution
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. Remote site to leverage public/private WANSs in an active-active mode

W4/ Ton Ten Requirements

Verified

%.ﬁd*s

. CPEina p or v form factors on commodity h/w

=
-

A secure hybrid WAN architecture allowing dynamic traffic eng specified by app policy, availability,
© efc.

™

A better way to WAN

System Under. Test

Products Sl . Ahighly available and resilient hybrid WAN

Versions

RO 1

Visibility, prioritization and steering of biz critical and RT apps as per security and corporation
" governance and compliance policies

-

‘

N

Talari Appliance T3010
with APN

43

= _ . L2/L3 interoperability with directly connected switch and/or router
Talari Virtual Appliance

VT500 with APN
IxChariot . Site, Application, and VPN performance level dashboard reporting

L ACMRN

Open north bound API for controller access and management. Log events to net event co-relation
" manager, SIEM

NANAARSENANANAN ¢

Zero touch deploy at branch site with min. to no configuration changes on directly connected
" infrastructure

. FIPS-140-2 validation certification for cryptography.
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Highlighting Test Case #5

* |nstantaneous detection of the failed
link and shift of traffic to the remaining
link

®  &ixia Labs x

m||E

€« C' ff (X hitps://192.168.44.253/sesslons/3/stats

IXCHARIOT STATS STATISTICS

I

m e | <I»| 00:05:01 - 00:05:00 GENERATE REPORT
* No loss, no out of order packets, no Vb 1
dips in throughput and virtually no jitte

THROUGHPUT 0 bps Bytes sent 420,186,830

MIN: 9.212 Mbps MAX: 12.04 Mbps AVG: 11.205 Mbps

420,153,440

* Ensures application continuity in a

33,390

Hybrid WAN, even in the face of failed e B
or degraded links 2015340
00:03:15 00:03:30 00:03:45 00:04:00 00:04:30 00:04:45 00:05:00 Measured time (sec) 300

Datagram Errors One-Way Delay (ms)

€« C' i X https://192.168.22.103/cgi-bin/pages.cgi?titie=t_stats&do_clear=on Lost data Datagrams
—
Monitor Manage Network Manage Appliance DIEPGLER ] Bytes lost 0 igrams sent Duplicate DG sent

Al AR 1A
m Max consecutive ...

Monitor / Statistics

/ m DATAGRAMS LOST | maximum consecutivene L. [t O L

Throughpu Bytes Lost %

Average 2738

0 | Datagrams received DG out of order 27 | Estimated error 0.712

Talari Statistics | LY 0.125
SITE1—-DC1
Show:  Paths B Enable AutoRefresh 5 [seconds  Stop Show latest dataj
SITE2~-DC2
am 0.1
SITE1—-DC2
Path Statistics
SITE2—-DC1
3M 0.075
Show 100 E entries Showing 1 to 8 of 8 entries
2M 0.05

a

Num* FromlLink  ToLink Path State  Conduit State  Source Port  Destination Port  Discovered M‘

1 sT1-INET_|[oci-NeT | Goop ][ Goop 2156 2156 \/WWMW’VOWWWM

2 sti-mps|[oci-weis | [IBERBINN| 600D 2156 2156 | w o025

3 DCI-INET_|[sTI-INET_|| Goop ][ Goob 2156 2156 N

4 oci-wpts |[sti-meLs |[BERBINN|  GOoD 2156 2156 7| oM 0

5 ST1-INET. DC2-INET - GOOD 2156 2156 1 00:03:30 00:04:00 00:04:30 00:05:00 00:03:30 00:04:00 00:04:30 00:05:00
6 STI-MPLS_|[DC2-MPLS }_i GOOD 2156 2156 NOTIFICATIONS [
7 DC2-INET_|[STI-INET_||__Goob ][ Goob 2156 2156

8

Open Networking bczwris |sri-veis ||RMBEBIRL Gooo 2156 i —--— = e

Showing 1t 8 of 8 entries

Bandwidth calculated over the last 5 seconds



VeloCloud SD-WAN Verification
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VeloCloud Test Topology

VeloCloud Orchestrator
g =2 | (On-prem/Cloud)
L _Ji=c)

Virtual Edge 500 MPLS Edge 1000

: Internet

Edge 500 . MPLS
\‘/< Internet

Edge 500 Intemet Internet

\'/< Internet
Open Networking
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SD-WAN WORKING GRUUP . SD-WAN WG Use Case — Feature Verification of Top Ten Requirements
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. Remote site to leverage public/private WANSs in an active-active mode

W4/ Ton Ten Requirements

Verified

. CPEina p or v form factors on commodity h/w

4

? A secure hybrid WAN architecture allowing dynamic traffic eng specified by app policy, availability,

2% VGI/O/C;IE)UC{ et
'

D Visibility, prioritization and steering of biz critical and RT apps as per security and corporation
: " governance and compliance policies

Software

Products Ve

| VeloCloud Edge R20-20150427 . Ahighly available and resilient hybrid WAN

VeloCloud
Orchestrator

R20-20150427

. L2/L3 interoperability with directly connected switch and/or router
. VeloCloud Gateway R20-20150427

IxChariot

. Site, Application, and VPN performance level dashboard reporting

8 Open north bound API for controller access and management. Log events to net event co-relation
" manager, SIEM

Zero touch deploy at branch site with min. to no configuration changes on directly connected
" infrastructure

. FIPS-140-2 validation certification for cryptography.

L ST A WL NG LT g 4 R TR R T G BT e T e & YT AT B TSR g TR AORT ek T
Fre S ¥ 2 ” i B A T gl o s A i b s
Lo el o 'l

R



Test: Secure hybrid WAN architecture allowing dynamic
traffic engineering specified by app policy, availability

©  Multi-Link ence - : E Rule
: _ =1

=2

After

#2 Brownout
both links

#1 Brownout
single link

No reset, no interruption
to the application

Open Networking
USER GROUP

Match
Source Destination Application
Any Any [ Real Time Protocol
(Business Collaboration)
B VLAN: Any Any
11-PCI
Any Any [l Box.net (File Sharing)
Any M Internet Any

Action ssssssssssssma
Network : .
Service = Link = Priority
none [0 Private =l High
= (Preferred) =
none -1 Private ED Normal
T (Mandatory) E
none E auto E Low
M Cloud = [ Public =% Normal
Proxy: = (Mandatory) E
ZScaler .

#3 Ensure compliance, security,
and application performance

One-click business policy

Copyright 2015 Open Networking User Group. All Rights Reserved Confidential Not For Distribution



Silver Peak SD-WAN
Verification Testing

Rolf Muralt
Director
SD-WAN Product Management, Silver Peak
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A\ siverpeak

| Site 1: NX-8000 | | DC 1: NX-8000 |

an <
00 @ 5127\ MPLS
{ N

M Internet
4 R
‘ Lowest
’; é ] Office 365 4 = MEICHIY
= ’ &
’ Load Balance * -
~ 7 =
workday. Lowest Loss
_ Y, Internet

o | site2: vx-5000 | | DC2: VX-5000 |
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SD-WAN WORKING GRUUP . SD-WAN WG Use Case — Feature Verification of Top Ten Requirements
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. Remote site to leverage public/private WANSs in an active-active mode

W4/ Ton Ten Requirements

Verified

. CPEina p or v form factors on commodity h/w

-
-

A Sllver peakw . é\ks:.ecure hybrid WAN architecture allowing dynamic traffic eng specified by app policy, availability,

Visibility, prioritization and steering of biz critical and RT apps as per security and corporation

" governance and compliance policies
System Under Test

Software

Products Versions . Ahighly available and resilient hybrid WAN

NX-8000 Physical
Appliances VXOA_7.2.0.0

VX-5000 Virual 6. L2/L3 interoperability with directly connected switch and/or router
Appliance VXOA_7.2.0.0

RPN s

%
g
. a
‘OF
%
2

it SOER . Site, Application, and VPN performance level dashboard reporting

8 Open north bound API for controller access and management. Log events to net event co-relation
" manager, SIEM

Zero touch deploy at branch site with min. to no configuration changes on directly connected
" infrastructure

. FIPS-140-2 validation certification for cryptography.
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Dashboard Visibility from Requirement #5 Test

Name GMS P 10.0.1.5

AS“VBI’ peak™  Global Management System Uptme SOm 405 Reeace 7.20.24543

User admin [

Monitoring Configuration Administration Mantenance GMS Administration Support « Share

A EELEEEES Topology Tunnels Flows Street Map Realtime Charts
=
= Realtime Charts @
Filter Metric to plot Dashboards
Applance 1001100 [+ Metric Outbound WAN Rate bps 5] [ potchat Dashboxrd  [SOWAN [] Save As | [ Delete
Type of stats | Tunnel Stats [=]  showinlocaltme [
Tunnel MPLS(10.0.1.1)  |)
Outbound WAN Rate bps, Tunnel MPLS, 10.0.1.1 (HQ) X Outbound WAN Rate bps, Tunnel: Internet, 10.0.1.1 (HQ) X
2.0M
12M I LA
| (1 ! \ |
| 1 b |
oM || it H | | |
WUV VYU~ WA UM 15M
800.0K
600.0K
400.0K
1"y
200.0€ \ Al
0.00 500.0K
04:58 04:59 05:00 05:01 05:02 04:58 04:59 05:00 05:01 05:02
Outbound WAN Rate bps, Tunnel: MPLS, 10.0.1.2 (Branch) X Outbound WAN Rate bps, Tunnel: Internet, 10.0.1.2 (Branch) X
120.0
1.00
100.0K
080
060 \ } ‘
||| .
040 ‘ ‘ ‘\ Il |'\‘ |
LTI .U | Il
| ‘l | (1 1 | I
5 o2 woxmn., U ANV AN J ‘.'t} |
/’ﬁfp, " btz "“'"' Y
%} Za ;P . 20.0%
K 7= ¥ 04:58 04:59 05:00 05:01 05:02 04:58 04:59 05:00 05:01 05:02
Open Networking
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Riverbed SD-WAN Verification
Testi ng
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Riverbed ONUG SD-WAN Test Bed

E SteelCentral Net Express E
R1 VSH1 ol Controller Server ol VSH2 R6
10.11.101/24 L - - 10.12.101/24 %
== 1.100 .25 g ” 4 254 14100 =
A )
Site1 Site2
Branch DC
10.13.101/24 10.13.20024  R3 - 10.14.101/24 (=
/=\ 1100 .254 . ' . . 1254 .1-100 | =
, R7 VSH3 Steelheads: VSH4 RS .
Slte3 A VCX255L Site4
ranc CX755 DC

CX5050

Open Networking
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. Remote site to leverage public/private WANSs in an active-active mode

W4/ Ton Ten Requirements

Verified

. CPEina p or v form factors on commodity h/w

rive r b ed A secure hybrid WAN architecture allowing dynamic traffic eng specified by app policy, availability,
" efc.

Visibility, prioritization and steering of biz critical and RT apps as per security and corporation

2 " governance and compliance policies
A System Under Test

Software

Products Versions . Ahighly available and resilient hybrid WAN

Steelhead (Virtual - 9.0.1

VCX255L) -

Physical (CX 755, 90.1 2| AR EIL i Gl CE RS Ehit o
| CX5050) o

b : . Site, Application, and VPN performance level dashboard reporting

8 Open north bound API for controller access and management. Log events to net event co-relation
" manager, SIEM

Zero touch deploy at branch site with min. to no configuration changes on directly connected
" infrastructure

. FIPS-140-2 validation certification for cryptography.
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Riverbed Application Performance Focus

Path Selection Rules

1.

2.

3.

4.

5.

6.

Open Networking
USER GROUP

Internet Bound Traffic

Relay

Business Critical v ok
+ inpath1_0 via WAN2
Relay

Business Productivity

+ inpath1_0 via WAN2
+ inpath0_0 via WAN1

Relay

Business Voice v 0K

+ inpath1_0 via WAN2
+ inpath0_0 via WAN1

Relay
Standard Bulk v ok
+ inpath0_0 via WAN1

Drop

Recreational v ok

+ inpath0_0 via WAN1

Drop

150MB

100MB
50MB

— LAN bytes omB
— WAN bytes 10:00

Reachability

v OK
A No site available

A No path available

QoS

Any Site to Data Center
Class BW Guaranteed
LowPriority 9.0%

Any Site to Any Site
Class BW Guaranteed
LowPriority 9.0%

12:00

0/0 sites Reachable via 0/0 Possible Paths

Latency Priority
5

Latency Priority
5

Copyright 2015 Open Networking User Group. All Rights Reserved Confidential Not For Distribution

14:00 16:00
Rules
Any (1 of 1)
Rules
Any (1 of 1)
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